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TRACKING EMPLOYEES

By Karen L. Gabler
and Jenna H. Strauss

he rapid-fire advancement of com-
I puter technology and the availability
of new equipment in the marketplace
forces today’s employers to walk a privacy
tightrope. Because employers are able to
monitor the whereabouts, conduct, writ-
ing and behavior of their employees, the
question then becomes, how

receiving antenna or its immediate vicinity to
jam only the specific phone in question, pre-
venting tracking of the phone’s waypoints.

Invading Privacy

Studies have shown that using GPS
tracking devices in employer-provided cell
phones has increased employee productivity
immediately. Despite this obvious benefit to

employers, employees often
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BlackBerry or other PDA devices. Assum-
ing the company can do so, when and where
can it do so without violating its employees’
rights of privacy?

GPS Technology

Employers can use cell phones and
BlackBerry devices to determine the where-
abouts of their employees. GPS technology,
originally developed by the military in the
1970s, uses a network of orbiting satellites
to pinpoint the location of a vehicle or a per-
son within 15 feet. By late 2005, the federal
Wireless Communication and Public Safety
Act of 1999 required that all cell phones use
GPS technology to help emergency crews
respond to 911 calls. Thus, most employer-
issued cell phones and BlackBerry devices
purchased within the past two years allow
employers to track where their employees
are geographically located at any given
time.

Employees may, in turn, take affirmative
steps to prevent their GPS devices from
working properly. When a cell phone is
turned off, for example, the location data
(also known as “waypoints”) cannot be col-
lected, thereby preventing GPS tracking.

Employees also may damage their cell
phones or PDAs by removing or disabling
the memory chip or installing a GPS jammer,
which feeds its output directly into a phone’s

cause of action for invasion
of privacy under Article I, Section 1 of the
California Constitution. Hill v National
Collegiate Athletic Association, 7 Cal4th 1
(1994).

California recognizes two categories of pri-
vacy interests: (1) the dissemination or mis-
use of sensitive and confidential information;
and (2) the ability to make intimate personal
decisions or conduct personal activities with-
out observation, intrusion or interference.

An employer has invaded an employee’s
privacy rights if the employee had a reason-
able expectation of privacy for the interest
invaded. Whether an employee has a “rea-
sonable expectation of privacy” is measured
objectively based on widely accepted com-
munity norms, including the customs of
the time and place, the occupation of the
employee, the habits of his or her fellow citi-
zens and whether the employee voluntarily
consented to the employer’s actions.

An employee’s continued use of company-
provided equipment with full knowledge of
the employer’s intent to monitor the employ-
ee through such equipment demonstrates
consent to the employer’s actions. The
reasonableness of an employee’s privacy ex-
pectation regarding his or her location at any
given time, therefore, depends on whether
the employee knew that the employer would
track the employee’s whereabouts by using
GPS technology in employer-issued cell
phones and BlackBerry devices.

Eliminating Expectations

Employees’ reasonable expectations of
privacy may be reduced or eliminated in
the workplace if the employer distributes
clear written policies notifying employees
of the various methods the employer can
and will use to collect information about the
employee’s conduct. A California employer
is obligated to inform its employees that
it conducts video surveillance at the work-
place, that it reviews Internet use data or
that it can access and view e-mail, voice mail
or telephone calls. Similarly, the employer
should notify its employees that it reserves
the right to monitor and use data gathered
from company-provided cell phones and
PDAs containing GPS technology.

“Employers can diminish an individual
employee’s expectation of privacy by clearly
stating in the policy that the electronic
communications are to be used solely for
company business, and that the company
reserves the right to monitor or access all
employee Internet or e-mail usage.” TBG
Insurance Services Corp. v. Super. Ct. of Los
Angeles County, 96 Cal.App.4th 443 (2002).

In TBG, a former employee claimed that
he had a reasonable expectation of privacy in
a home computer provided by his employer,
despite the fact that he agreed in writing to
the employer’s computer monitoring policy.
The court disagreed, because the employer
gave the employee advance notice of its
computer monitoring policy and gave the
employee the opportunity to consent to or
reject the policy.

As with computer monitoring policies,
written policies outlining an employer’s GPS
tracking practices will deter employee pri-
vacy claims. Consider an employer’s written
policy that requires all employees to keep
their employer-issued cell phones or Black-
Berry devices on and carry them with them
to be reachable during regular work hours.
If the policy also requires that employees
keep the GPS technology enabled during
regular work hours and reserves the right
to use this technology to monitor employee
activities during those times, employees
have no legitimate claim of privacy for their
whereabouts.

However, an employer’s monitoring of an
employee’s whereabouts during nonworking
hours likely would not be a justifiable inva-
sion of privacy. In California, an employee
may bring an action for invasion of privacy
by showing that the employer intruded into
a private place, conversation or matter in

a manner highly offensive to a reasonable
person, such as by obtaining unwanted ac-
cess to data about which the employee had a
reasonable expectation of privacy. Shulman
v. Group W Productions Inc. 18 Cal.4th 200
(1998).

The employer might argue that it is en-
titled to track the GPS data on a company-is-
sued cell phone or PDA at any time, because
the equipment belongs to the employer.
However, an employee probably would have
a reasonable expectation of privacy regard-
ing lawful off-duty conduct or during off-
duty hours, and any tracking of activities or
whereabouts during off-duty hours would be
an unreasonable invasion of privacy rights.

Amending Handbooks

Because employers can diminish an em-
ployee’s reasonable expectations of privacy
by developing a clear and detailed GPS track-
ing policy, employers should amend their
handbooks to include such policies. Specifi-
cally, employers who provide company cell
phones or PDAs to employees should state
clearly in their employment policies that (1)
the company reserves the right to monitor
the geographic location of its employees

during working hours (including a specific
description of the days and times that GPS
tracking may be monitored), (2) employees
may not disable or otherwise interfere with
the GPS (or any other) functions on a com-
pany-issued cell phone or PDA device, (3)
employees may use company-issued cell
phones and PDAs for business purposes
and not for personal use, and (4) employees
should have no expectation of privacy for
their physical location during the specified
working hours (or in any other data stored
or available on the company-provided cell
phone or PDA at any time).

By making clear to employees that the em-
ployer can and will track GPS data to moni-
tor employee whereabouts, employees who
continue to use the company-provided cell
phone or PDA device have no reasonable
expectation of privacy for the data collected
from such equipment and may not object to
the employer’s use of that data for review,
disciplinary or termination purposes.

Karen L. Gabler is a partner and Jenna H.
Strauss is an associate in the employment
law group of Nordman Cormany Hair &
Compton in Oxnard.
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CAREER SPOTLIGHT

TRIAL ATTORNEY

85+ attorney firm with Orange County, LA and
SF offices with diverse practice including
asbestos, toxic tort and construction seeks
experienced trial attorney preferably with 3-5
jury trials in its Orange County or Los Angeles
office. Competitive salary and benefits. Send
resume to: Hiring Partner, Walsworth, Franklin,
Bevins & McCall, 1 City Blvd. West, 5th Floor,
Orange, Ca 92868

AIDS Healthcare Foundation provides cutting
edge medicine and advocacy, regardless of
ability to pay. We are seeking a Litigator for our
Hollywood office. The litigator will be
responsible for handling AHF’s state, federal,
and administrative cases at all stages and
overseeing outside counsel. JD and active CA
State Bar license in good standing required.

Email resume to careers@aidshealth.org

or fax (323) 417-5030.

Associate Attorney

Irvine Firm seeks associate for post foreclosure
evictions. No experience required. Fax resume
and salary requirements to:

949-892-1327

LITIGATION ASSOCIATE

L.A. office of nationwide defense firm seeks
associate with 1-3 years of litigation experience
for their products liability team. Must have
excellent writing skills. Resumes without salary
history will not be considered.
Send resume (no calls) to: Hiring Partner
Wilson, Elser, Moskowitz, et al.
555 S Flower St, Ste. 2900
Los Angeles, CA 90071

CIVIL ATTORNEY

Glendale workers' compensation firm looking
to diversify seeks experienced civil attorney
with proven ability to develop client base and
build case load. Fax resume to

Ms. Wright (818) 844-4920

Workers’ Comp. Defense Firm

Seeking aggressive experienced attorneys for
Irvine location and Glendale offices.

Fax resume to: Harvey Brown, 949-252-1399
or email hbrown@sgvblaw.com

Associate Attorney

85+ attorney firm with Orange County, LA and
SF offices with diverse practice including
asbestos, toxic tort and construction seeks
associate with 1-3 years experience in
construction litigation. Competitive salary and
benefits. Send resume to: David Van Dam,
Walsworth, Franklin, Bevins & McCall, 1 City
Blvd. West, 5th Floor, Orange, Ca 92868, fax
#714/634-0686 or dvandam@wfbm.com

ATTORNEY - RIVERSIDE

Insurance defense firm seeks attorney w/2-5 yrs
lit. exp; strong work ethic, xInt research & writ-
ing skills.

Fax resume to: (951) 682-3640

ASSOCIATE ATTORNEY

Encino litigation defense firm seeks associate
with experience in civil litigation. Public entity
and employment law experience preferred.
Competitive salary and benefits based upon
experience. Send resume to: Box 100272, The
Daily Journal Corp, 915 E. First Street, Los
Angeles, CA 90012

TRANSACTIONAL ATTORNEY - IRVINE
AV rated 16 lawyer business law firm seeks
entrepreneurially-minded transactional attorney
with strong research and drafting skills and
experience advising small and medium-sized
businesses. Top 1/3 from ABA accredited law
school and 5 years transactional experience a
must. Prior in-house corporate experience a
plus. Excellent work environment, competitive
salary and benefits.

Please email resume to cjames@bkgglaw.com,

or fax to (949) 975-7501, attn. Cheryl James.

Los Angeles County
District Attorney's Office
Deputy District Attorney I

$5,001.82 - $5,727.91

Requirements: Admission to practice law in the
State of California. No experience required.
Applications will be accepted during the hours
of 8:00 a.m. to 5:00 p.m. business days only
through December 14, 2007. Applications are
available online by visiting the District
Attorney's Human Resources webpage at:
http://da.lacounty.gov/hr/

For additional information, contact our

Human Resources Division at (213) 202-7730
Equal Opportunity Employer

“Fearless Uncompromising Trial

Advocacy”
Busy, growing OC based AV-rated mid-sized
firm seeks 3 experienced litigators w/ 3-5 yrs exp
who want a chance to advance their litigation
skills. Candidates should have strong academics,
writing, analytical and communication skills.
Also looking for Legal Secretaries.
Submit resume w/ salary history to:
HR@hollins-law.com

IN HOUSE COUNSEL

Seeking highly motivated In-House Counsel to
work in fast-paced, high energy environment.
The ideal candidate should possess specialized
skills as a litigator with experience in complex
litigation, banking, fraud and malpractice. Salary
is open. This is an excellent opportunity for the
right individual. Email resume to:
linda.gm2007@gmail.com

ATTORNEY

Hollywood AV plaintiffs’ firm - emphasis on
employment discrimination & civil rights seeks
associate with 2+ yrs. exp. & sense of humor.
Appearances, discovery & legal writing. Client
contact. Please fax resume (323) 461-1823

Appellate Attorney
Appellate sole practitioner seeking contract-
attorney for over-flow work and potential long-
term working relationship. Appellate experience
required; must have excellent legal analytical and
writing skills. Hiring attorney will work closely
with  contract-attorney. Compensation
commensurate with experience. Email (.pdf)
resume and writing samples to:

hkaatty@earthlink.net.

Support Staff/Other

LITIGATION SECRETARY
30+ atty lit firm looking to add to its depend-
able & self-motivated long term employee staff.
xInt grammar & spelling, 80+ wpm 2+ yrs. Calif
lit exp. XlInt compensation. Congenial environ-
ment. Windows XP network w/Word+Desksite
(will train). Non-smokers please. EOE.
E-mail to rbf@amclaw.com
or fax resume to: 213-622-7594
Attn: Recruiting Administrator

Litigation Secretary

South Bay insurance defense firm seeks secre-
tary w/minimum 5 years experience with stable
work history. The successful candidate will pos-
sess excellent computer skills and have knowl-
edge of Federal & State court filing procedures.
Excellent salary DOE, benefits/401k.

Email resume, cover letter, and salary history/
requirements (all required for consideration) to
srodriguez@christensenchret.com
NO PHONE CALLS PLEASE.

Secretary to Solo Practitioner

Solo practitioner in Beverly Hills seeks legal sec-
retary-administrative assistant to run all aspects
of a small office, including legal filings, billing,
bookkeeping, and office management. Must have
experience working for solo practitioners or lead
secretary in a small law firm, excellent organi-
zational and computer skills, stable work history,
and a sense of humor. Full-time; salary commen-
surate with experience; references required. Fax
or e-mail (.pdf) resume and salary requirements
to 310-274-7384 or: hkaatty@earthlink.net.

Support Staff/Other Paralegal

LEGAL SECRETARY

LAX law firm seeking Legal Secretary with 3+
years experience in litigation and knowledge of
all court filings. Experience with Word and PC
Docs. Excellent benefits, including medical,
dental, 401(k), profit sharing package. Please
email resume and salary his/req to

jobs@lcwlegal.com, or fax HR (310) 337-0837

PARALEGAL - ENCINO

Immediate opening for certified litigation
paralegal for mid-sized insurance defense firm.
Min. 5 yrs exp. Excellent organizational and
communication skills. Construction defect exp
preferred. Discovery, case organization and
analysis experience required. Competitive salary
and benefits. Fax resume and salary history to
HR Dept. (818) 783-4552.

Associate

Realize your potential in the practice of law! Join
our team in OC and you’ll have the opportunity
to follow your optimistic passion and have
control over your career destiny. Please visit
www klinedinstlaw.com/careers for additional
info and to submit your resume.

Legal Secretary
Mid-Wilshire Union side Labor Law firm seeks
F/T Exper. Sec. Good organization/communica-
tions skills. Proficiency in WordPerfect 8.0 and
Windows XP. Salary commensurate with experi-
ence plus excellent benefit package. Please fax
resume and salary history to:

Hiring Attorney (213) 427-4103

F/T PARALEGALS

Estab Corona law firm seeks experienced F/T
Paralegals in the areas of Family Law, Civil &
Probate. Proficiency in WordPerfect and Legal
Solutions required. Must be able to work
independently in a fast paced environment.
Competitive salary & benefits pkg avail. Fax
resume & writing sample to 951-734-8832.
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